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1
Decision/action requested

This contribution proposes a new KI for TR 33.847.
2
References

[1]
3GPP TR 23.752 V0.5.0 (2020-09) Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)
3
Rationale

TR 23.752 [1] in Clause 6.5.2, Procedures, states the following:

The "Procedures for V2X communication over PC5 reference point" defined in TS 23.287 [5] clause 6.3 is reused to support ProSe communication over NR based PC5 reference point, and the differences are highlighted as followings.

- For broadcast and groupcast mode ProSe communication, the procedures as defined in TS 23.287 [5] clauses 6.3.1 and 6.3.2 are applied with the following differences are identified:

-
The following data unit types are supported: IP, non-IP, Ethernet, Unstructured and Address Resolution Protocol (see RFC 826 [10]).

NOTE:
Whether "non-IP type" is used for "Unstructured type" can be decided in normative phase.

-
The ProSe Group IP multicast address for groupcast communication may be provisioned by PCF and is used to send and receive IP data.

- For unicast mode ProSe communication, the procedure as defined in TS 23.287 [5] clause 6.3.3 is applied with the following differences are identified:

-
DHCPv4 based IP address allocation is supported.

-
Both Ethernet and Unstructured data unit types are supported.
The following solutions in TR 23.752 [1] address the need to support Non-IP:
· Solution #10: ProSe 5G Layer-3 UE-to-UE Relay based on IP routing. It states this in Clause 6.10.1:
Security handling:
-
source UE and target UE can establish bearer level security with the UE-to-UE Relay for the unicast L2 Link, using procedures defined in TS 23.287 [5].

-
If end-to-end security protection is required between source UE and target UE, IPSec can be used.
NOTE 3:
The security protection of the traffic of source UE and target UE will be specified by SA WG3.

· Solution #49: Support Layer-3 UE-to-UE Relay to Handle Non-IP Traffic has the following in its Clause 6.49.1.3, Security 

For end-to-end security, IPsec cannot be used, since it is not IP traffic. It is up to the application to implement end-to-end security for non-IP traffic

Editor’s note: 
How to handle end-to-end security for Non-IP traffic is FFS and shall be co-ordinated with SA WG3 group
3GPP system has to be able to preserve security (i.e., the integrity and confidentiality) while supporting Non-IP traffic. Failure to protect integrity and confidentiality of information while supporting Non-IP traffic will open vulnerability in 5GS and allow attacks such as unauthorised disclosure and modification of information.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in 5G ProSe Sec TR 33.847. 







***
BEGIN OF CHANGES
***

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.d
Key Issue #d: security for support of Non-IP traffic  
5.d.1
Key issue details 

3GPP system has to be able to preserve security (i.e., the integrity and confidentiality) while supporting Non-IP traffic. Failure to protect integrity and confidentiality of information while supporting Non-IP traffic will open vulnerability in 5GS and allow attacks such as unauthorised disclosure and modification of information.
TR 23.752 [1] in Clause 6.5.2, Procedures, states the following:

The "Procedures for V2X communication over PC5 reference point" defined in TS 23.287 [5] clause 6.3 is reused to support ProSe communication over NR based PC5 reference point, and the differences are highlighted as followings.

- For broadcast and groupcast mode ProSe communication, the procedures as defined in TS 23.287 [5] clauses 6.3.1 and 6.3.2 are applied with the following differences are identified:

-
The following data unit types are supported: IP, non-IP, Ethernet, Unstructured and Address Resolution Protocol (see RFC 826 [10]).

NOTE:
Whether "non-IP type" is used for "Unstructured type" can be decided in normative phase.

-
The ProSe Group IP multicast address for groupcast communication may be provisioned by PCF and is used to send and receive IP data.

- For unicast mode ProSe communication, the procedure as defined in TS 23.287 [5] clause 6.3.3 is applied with the following differences are identified:

-
DHCPv4 based IP address allocation is supported.

-
Both Ethernet and Unstructured data unit types are supported.
Multiple solutions in TR 23.752 address support of NoN-IP traffic and require security and privacy protection that they provide to be studied in TR 33.847.

5.d.2
Security threats

Failure to protect integrity and confidentiality of information while supporting NoN-IP traffic for unicast/multicast/broadcast communication between two UEs, and for communication via UE-to-UE and UE-to-Network relays, will open vulnerability in 5GS and allow various attacks resulting in unauthorised disclosure and modification of information. 

5.d.3
Potential security requirements

3GPP system shall provide means to protect security (i.e., the integrity, confidentiality, and replay protection) while supporting NoN-IP traffic for unicast/multicast/broadcast communication between two UEs, and for communication via UE-to-UE and UE-to-Network relays.
***
END OF CHANGES
***



